
	Route
	Digital
	
	T Level
	Digital Support and Security



Providing students with meaningful industry placement experiences is a vital part of building employability skills and provides 
responsibilities linked to their T Level course. 
This Typical Tasks Checklist will help you as an employer engagement colleague to work with employers to see how they can support students and identify the types of projects and tasks that a student can get involved with. 
The employer may be able to offer some or all these opportunities to students. Completing the checklist will aid your discussions and help you to plan and reach decisions.

	Link to the T Level outline content (note that this T Level has had a title change)
https://skillsengland.education.gov.uk/media/2947/digital-support-services-final-outline-content.pdf 




	Employability Skills
	How might we do this?
	Opportunities
Y / N / maybe

	Communication skills
the ability to express or explain themselves clearly and effectively in different situations, such as speaking, writing, listening, and presenting. 
	An employer or supervisor can help young workers understand what is expected of them in terms of communication by providing opportunities and feedback. 
Real business examples that demonstrate how to communicate effectively in different situations, the purpose, audience, tone, format, style of messages, and the channel of communication are helpful. This could be through writing an email, making a phone call, giving a presentation, or participating in a meeting. 
	

	Teamwork skills
the ability to collaborate and cooperate with others, such as sharing ideas, giving, and receiving feedback, resolving conflicts, and supporting group / organisational goals. 
	Teamwork skills are essential transferable skills for young people to learn, as they work with others in a group or project and contribute to common goal. 
Employers can support this by helping students understand their roles and responsibilities within the team, and how they fit into the organisation's bigger picture. 
Employers can also encourage students to participate actively in team meetings and discussions, and to listen to and respect different perspectives and opinions.
	

	Problem-solving skills
the ability to identify, analyse, and solve problems using creative and critical thinking, such as defining the problem, generating alternatives, evaluating options, and implementing solutions.
	An employer can help young workers to develop their problem-solving skills by encouraging them to think critically and analytically about issues in the workplace, to ask relevant questions and gather related information. 
An employer can also help young workers use various tools and methods to analyse and interpret data, such as charts, graphs, statistics, or logic models. 
	

	Self-management skills
the ability to plan, organise, and prioritise one's own work, such as setting goals, managing time, meeting deadlines, and being resilient. 
	Providing clear and constructive feedback is essential for learning and improvement. It helps young workers identify their strengths and areas for development and guides them on how to improve their performance and skills. 
Setting clear and reinforcing realistic expectations will help. The learning provider will be on hand to support or advise with this.
	

	Learning skills
the ability to acquire and apply new knowledge and skills in a non-educational setting, such as seeking feedback, reflecting on one's own performance, and adapting to changing situations and expectations. 
	Offering training and mentoring opportunities can help young workers gain new knowledge and skills, as well as learn from the experience and advice of more senior or experienced colleagues or experts. 
A work culture that values learning and respects diversity, encourages collaboration and communication, and fosters trust and mutual support can help young workers feel more confident and comfortable in expressing their ideas, opinions, and concerns, and in seeking and offering help when needed.
	

	Digital skills
the ability to use and understand various digital tools and technologies used in the business context, such as computers, software, internet, social media, and online platforms.
	Using digital tools and technologies can help young workers enhance their productivity and efficiency, as well as their ability to communicate and collaborate with others, and to effectively use information and resources in a workplace context often for the first time. 
Employers should think about how they can provide training and support on how to use relevant software and tools successfully and responsibly. 
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	T Level Core Skills
DIGITAL SUPPORT SERVICES
	Opportunities
Y / N / Maybe
	
	Occupational Specialism
DIGITAL INFRASTRUCTURE
	Opportunities
Y / N / Maybe


	Communication, e.g., share information clearly to a technical and non-technical audience, for example, develop a specification in response to customer requirements and present that specification and the benefits to a non-technical panel. 

	
	
	Installing software for network and end user devices and network such as servers, firewalls, and desktop computers to identify and mitigate vulnerabilities, including vulnerability scanning, anti-malware, device hardening. 

	

	Stakeholder management, e.g., work with stakeholders to clarify and consider options to meet requirements for example, scoping and prioritising a project. 

	
	
	Demonstrating continuous improvement, such as mitigating vulnerabilities, incident response detected in networked equipment, updating devices with the latest releases of security software, and undertaking penetration testing. 

	

	Problem-solving, e.g., apply a logical approach to solving problems, identifying, and resolving faults whilst recording progress and solutions for example, solve problems as they arise by selecting and applying appropriate methods to identify causes, developing solutions and implement tactical fixes and strategic remediation. 

	
	
	Assessing workplace risk and recognise the effect of his/her actions on themselves and others including the demonstration of application of Electro Static Discharge to meet appropriate health and safety standards when working with hardware. 

	

	Security aware, e.g., ensure activity avoids risks to security for example, observing processes which protect privacy and confidentiality of data. 


	
	
	Selecting and using techniques and tools to aid evaluation e.g. formative, summative, observation, user diaries, conclusions, and recommendations. 

	

	
	
	
	Demonstrating critical thinking e.g. triangulation / evaluation of sources to make the best use of digital technologies. 

	

	
	
	
	
	


Space for notes / reminders re: ideas for tasks, resources, or queries










	T Level Core Skills
DIGITAL SUPPORT SERVICES
	Opportunities
Y / N / Maybe
	
	Occupational Specialism
NETWORK CABLING
	Opportunities
Y / N / Maybe


	Communication, e.g., share information clearly to a technical and non-technical audience, for example, develop a specification in response to customer requirements and present that specification and the benefits to a non-technical panel. 

	
	
	Assisting in applying organisational security controls by reviewing access rights, device configurations and cabling standards, ensuring installations follow agreed procedures to reduce risks and protect data integrity.

	

	Stakeholder management, e.g., work with stakeholders to clarify and consider options to meet requirements for example, scoping and prioritising a project. 

	
	
	Helping to monitor and interpret basic security logs, spotting anomalies such as repeated failed logins or unauthorised access attempts, and escalating concerns to a supervisor for further investigation.

	

	Problem-solving, e.g., apply a logical approach to solving problems, identifying, and resolving faults whilst recording progress and solutions for example, solve problems as they arise by selecting and applying appropriate methods to identify causes, developing solutions and implement tactical fixes and strategic remediation. 

	
	
	Supporting cabling installation by routing, terminating and labelling copper or fibre cables under supervision, following industry standards to maintain safety, performance and compliance with security requirements.

	

	Security aware, e.g., ensure activity avoids risks to security for example, observing processes which protect privacy and confidentiality of data. 


	
	
	Assisting in testing installed cables using approved equipment, recording continuity, loss or interference results, and helping to identify faults or corrective actions required to achieve certification standards.

	

	
	
	
	Helping to gather and compare technical documentation, manufacturer datasheets and standards guidance to understand suitable cable types, installation methods and performance benchmarks.
	

	
	
	
	
	


Space for notes / reminders re: ideas for tasks, resources, or queries

Notes



	T Level Core Skills
DIGITAL SUPPORT SERVICES
	Opportunities
Y / N / Maybe
	
	Occupational Specialism
DIGITAL SUPPORT
	Opportunities
Y / N / Maybe


	Communication, e.g., share information clearly to a technical and non-technical audience, for example, develop a specification in response to customer requirements and present that specification and the benefits to a non-technical panel. 

	
	
	Assisting in enforcing access controls by configuring user permissions, role-based policies or multifactor authentication, monitoring endpoint security, and helping document security incidents or remediation actions.


	

	Stakeholder management, e.g., work with stakeholders to clarify and consider options to meet requirements for example, scoping and prioritising a project. 

	
	
	Helping to conduct basic vulnerability or patch assessments on devices, comparing results with organisation policies, escalating high-risk findings, and ensuring controls (e.g. antivirus, firewalls) are updated and working.

	

	Problem-solving, e.g., apply a logical approach to solving problems, identifying, and resolving faults whilst recording progress and solutions for example, solve problems as they arise by selecting and applying appropriate methods to identify causes, developing solutions and implement tactical fixes and strategic remediation. 

	
	
	Supporting deployment of software to end-user devices (e.g. workstations), installing OS or applications, verifying compatibility, applying updates/patches, and helping resolve installation errors or dependency issues.


	

	Security aware, e.g., ensure activity avoids risks to security for example, observing processes which protect privacy and confidentiality of data. 


	
	
	Assisting in supporting systems by monitoring performance (CPU, memory, disk), diagnosing common faults or user complaints, applying fixes (e.g. driver updates, patching), and documenting resolution steps for future use.

	

	
	
	
	Assisting to evaluate new tools, utilities or support software (e.g. remote monitoring, deployment automation), comparing vendor documentation and reliability, and proposing their adoption to the team.

	

	
	
	
	
	


Space for notes / reminders re: ideas for tasks, resources, or queries

Notes






	T Level Core Skills
DIGITAL SUPPORT SERVICES
	Opportunities
Y / N / Maybe
	
	Occupational Specialism
CYBER SECURITY
	Opportunities
Y / N / Maybe


	Communication, e.g., share information clearly to a technical and non-technical audience, for example, develop a specification in response to customer requirements and present that specification and the benefits to a non-technical panel. 

	
	
	Assisting in applying organisational security controls by reviewing firewall rules, intrusion detection settings, endpoint hardening, and access policies—ensuring changes are logged and aligned to security procedures.
	

	Stakeholder management, e.g., work with stakeholders to clarify and consider options to meet requirements for example, scoping and prioritising a project. 

	
	
	Helping to support incident response by monitoring alerts, triaging potential security events, escalating incidents to senior staff, and maintaining audit trails of actions taken.

	

	Problem-solving, e.g., apply a logical approach to solving problems, identifying, and resolving faults whilst recording progress and solutions for example, solve problems as they arise by selecting and applying appropriate methods to identify causes, developing solutions and implement tactical fixes and strategic remediation. 

	
	
	Assisting in conducting risk assessments by identifying assets, threats and vulnerabilities, estimating impact, and contributing to a remediation plan that prioritises high-risk threats.

	

	Security aware, e.g., ensure activity avoids risks to security for example, observing processes which protect privacy and confidentiality of data. 


	
	
	Helping to propose remediation advice by evaluating findings from risk assessments, suggesting technical controls (e.g. patching, configuration changes), estimating cost/benefit, and discussing implementation with stakeholders.

	

	
	
	
	Assisting to check and manage secure infrastructure by configuring virtual environments or network segments, validating configurations, applying updates, and verifying that security controls operate as intended.

	

	
	
	
	
	


Space for notes / reminders re: ideas for tasks, resources, or queries

Notes
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