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T LEVEL INDUSTRY PLACEMENT SMALL TEAM PROJECT BRIEFS

Employer Brief

Project title: Cybersecurity Awareness & Incident Response Mock-up
Organisation: SecureHealth Tech Ltd (private health‑tech SME, 50 employees)
Placement contact: Samira Khan, IT Support & Security Manager
T Level route: Digital Support and Security
Occupational specialism: Digital Support & Security
Project format: Small team project (6 students), 2–3 weeks (up to ~100‑105 hours), hybrid delivery
Project context
SecureHealth Tech Ltd builds and supports digital tools used by healthcare providers (e.g. patient portals, appointment systems). With rising cyber risk in the health sector, the company wants a fresh perspective on improving cybersecurity awareness among staff and prototyping a simple incident response simulation tool. The student team will work with the IT & Security Manager to research staff needs, propose training and simulation tools, and develop a working proof-of-concept module for simulated incidents.
Project objectives
Under direction of the Security Manager, students will:
· Analyse existing staff knowledge, policies, and potential threat vectors
· Design a module (web or small app) that simulates basic incident response scenarios
· Develop awareness/training materials (e.g. guides, quizzes, infographics)
· Test the prototype with a small user group and collect feedback
· Propose improvements and a rollout plan
Tasks & activities
· Induction meeting and scoping with employer
· Interviews / surveys with staff to assess awareness of cybersecurity risks
· Research best practice in incident response training
· Design user flows, mock-ups, and simulation logic
· Build prototype module (front-end / backend logic)
· Pilot test with internal users, record feedback
· Iterate and present final version with recommendations
Expected deliverables
· Staff awareness report (baseline and findings)
· Prototype incident simulation module
· Training/awareness materials (infographic, quiz, guide)
· Feedback summary and improvement plan
· Presentation/demo to IT & Security Manager
Employer responsibilities & supervision
· Provide access to anonymised or mock internal policies or example logs
· Supervise progress, review drafts, guide iterations
· Be available for check-ins (in person or virtually)
· Participate in final presentation and structured feedback
· Supervision can be remote for some tasks, but within 20% remote hours limit
Location & remote working
· Preferably at the company’s office or a designated lab/meeting room
· Remote supervision must remain under employer oversight


Provider / Tutor Brief

Project summary
This project gives six students the chance to apply their digital support and security knowledge in a real-world setting by designing, building, and refining a cybersecurity awareness and incident response simulation module. Over ~2–3 weeks, the students will research staff awareness, prototype a simulation tool, test it, gather feedback, and deliver training materials. The employer leads the supervision and feedback, while the provider supports preparation and welfare oversight.
Mapped performance outcomes (Digital Support & Security)

	PO
	Performance Outcome
	Project Link / Evidence

	PO1
	Apply procedures and controls to maintain the digital security of an organisation and its data
	Design response logic, simulate logging/alerts, minimise vulnerabilities

	PO2
	Explain, install, configure, test and manage physical and virtual infrastructure
	Prototype may involve mock environments and test infrastructure

	PO3
	Discover, evaluate and apply reliable sources of knowledge
	Students use cybersecurity frameworks and conduct threat research



Core knowledge & integration
· Legislation, regulation and risk in cybersecurity
· Incident management, threat modelling, security controls
· Digital environments, virtualization, system security
· Ethical considerations, access control, logging and audit trails
· Emerging issues such as phishing, ransomware, social engineering
Student preparation
· Review terminology: threats, vulnerabilities, controls
· Practice coding or scripting (e.g. Python, JavaScript)
· Review policies on access control, incident response
· Familiarity with virtual test environments
Suggested student roles
· Incident simulation architect / logic lead
· Front-end interface / UX developer
· Training content & awareness lead
· Data / logging & analytics lead
· Testing & feedback coordinator
· Documentation & handover lead
Employer engagement & supervision
· Employer leads scope, sets success criteria, supervises
· Must conduct midpoint and end reviews
· Provide example policies or simulated log data
· Students lead comms; tutors support, not replace employer
Monitoring, feedback & compliance
· Employer conducts at least one formal review per student
· Tutor monitors welfare, progress, and compliance
· Remote work logged and kept within 20% max limit
· Output artefacts feed into student portfolios
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